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is a legally precise, politically sensitive, economically 
significant, and operationally challenging concept for 
the world of customs and international logistics. 

In the end, beyond practical considerations, the 
role of the WCO is about culture. It is about continu-
ing a cultural shift towards a global security culture 
while helping incorporate the UNSCR 1540 philoso-
phy into the work of customs agencies around the 
world and bringing the culture of customs and inter-
national logistics to the nonproliferation community. 
Whoever has attended joint licensing and customs 
UNSCR 1540 seminars can measure the gap that still 
needs to be bridged but will also attest to the prog-
ress made in recent years. I once wrote that in essence, 
customs people do not like STC and nonproliferation 
people fail to understand customs. I am now more 
optimistic that this statement is starting to become 
somewhat obsolete.

Renaud Chatelus’ Interview with 
Pete Heine, National Expert—

Strategic Control Enforcement, 
World Customs Organization

Q	 How did the WCO’s Strategic Trade Control 
Enforcement Project get started?

First, the foundation for strategic trade 
control for customs is customs control, and the 
WCO has been assisting members in establish-
ing and enhancing customs control since its 
founding as the Customs Cooperation Coun-
cil in 1952. But strategic trade controls specifi-
cally became a focus area starting with the En-
forcement Committee meeting of March 2012, 
when several WCO members took the floor and  
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outlined challenges they face in relation to en-
forcing strategic trade controls. The Secretari-
at was encouraged to explore ways to support 
members in this context. In November 2012, the 
WCO hosted its first Strategic Trade Control 
Enforcement (STCE) conference in Brussels. 
There were over 190 participants from almost 
100 countries. Members asked the Secretariat 
to become more active in providing technical 
assistance in this field of work. In March 2013, 
based on that, the Enforcement Committee 
unanimously approved an STCE Project to pro-
vide technical assistance to members. 

Q	 What kind of technical assistance is the 
WCO planning to provide to its members?

We are developing a comprehensive STCE 
Implementation Guide to help WCO mem-
bers develop and review their STCE processes 
and procedures and to provide a framework 
for training along those lines. 
Depending on each adminis-
tration’s situation, this guide 
will serve different purposes, 
whether it is taking the first 
step or enhancing the effec-
tiveness of an existing system. 
Of course, as a guide, the rec-
ommendations included are 
not mandatory. 

The guide is divided into two principal sec-
tions, one for senior customs managers and 
policy officials and one for operational customs 
officers. The section for senior managers dis-
cusses the importance of strategic trade con-
trols, the role of customs, and how to establish 
strategic-trade-control enforcement proce-
dures and processes and to create conditions 
for their success. The section for operational 
customs officers discusses techniques used to 
carry out those activities across the major func-
tions that comprise the overall strategic-trade-
control process and several related activities.

We believe members will also benefit from 
an annex to the Implementation Guide that 
provides profiles of many strategic goods. This 
annex, which is directly responsive to requests 
from members, has been organized following 

the chapters of the Harmonized System to pro-
vide a reference on strategic goods from a cus-
toms perspective. 

Q	 Speaking of the HS, what is the WCO doing 
to address the difficulties with correlating 
the HS and export control lists?

As you know, there was a great success with 
respect to CWC chemicals with the specifica-
tion of additional subdivisions of the nomen-
clature in 2009 and 2011. However, the Secre-
tariat is not “in the driver’s seat” with respect 
to HS reform. In fact, the Secretariat can’t initi-
ate reform; that’s the job of the HS Committee, 
which is driven by the contracting parties to the 
HS Convention. At this time, the decision has 
been made not to pursue fundamental reform 
or to alter the existing review process. Further 
adjustments to the HS will be based on propos-
als made to the HS Committee, and proposals 

made now would not come into 
effect until 2022 at the earliest. 

However, through the pro-
cess of developing the STCE 
Implementation Guide and 
its profiles of strategic goods, 
we have come to understand 
the challenge better. We actu-
ally found that the majority of 
strategic goods have clearly cor-

rect HS codes, and we have identified a small 
number of problematic codes to focus on. This 
narrows the range of potential reforms to some-
thing that may actually be achievable through 
the regular review process. 

Q	 What else is the WCO doing with respect 
to STCE?

Another important part of the STCE Project 
is a global enforcement operation planned for 
2014, and a series of awareness-raising seminars 
leading up to it. This year, we have already con-
ducted seminars for the WCO’s Asia-Pacific, Eu-
ropean, and Americas and Caribbean regions to 
scope and plan that operation. Additional sem-
inars are planned for the African regions early 
in 2014. Participants have greeted the WCO’s 
attention to this topic with enthusiasm.

This [STCE] guide will 
serve different purposes, 
whether it is taking the 
first step or enhancing 
the effectiveness of an 

existing system.
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The past and future of 1540 and the 
Biological Weapons Convention

Dana Perkins
1540 COMMITTEE OF EXPERTS

Through resolution 1540 (UNSCR 1540), the Se-
curity Council called upon States “to renew and 

fulfill their commitment to multilateral cooperation, 
in particular within the framework of the Interna-
tional Atomic Energy Agency, the Organization for 
the Prohibition of Chemical Weapons and the Bio-
logical and Toxin Weapons Convention [BWC], as im-
portant means of pursuing and achieving their com-
mon objectives in the area of non-proliferation and of 
promoting international cooperation for ... universal 
adoption and full implementation, and, where neces-
sary, strengthening of multilateral treaties to which 
they are parties, whose aim is to prevent the prolifera-
tion of nuclear, biological or chemical weapons.” As 
such, UNSCR 1540 complements and reinforces exist-
ing nonproliferation regimes. 

Moreover, the obligations set forth by UNSCR 1540 
with regard to biological weapons (BW)-”related ma-
terials” (which are in the broad category of “dual use” 
materials, equipment, and technology) are defined 
by the Security Council with reference to items, inter 
alia, “covered by relevant multilateral treaties and ar-
rangements….” thus identifying a clear link between 
the BWC and UNSCR 1540.

On the other hand, BWC States Parties’ recogni-
tion of the synergy and convergence of the common 

BW-nonproliferation goals and biological-risk-man-
agement measures required for implementation of 
both the BWC and UNSCR 1540 has been a slow and 
ineffectual process. Since the adoption of the resolu-
tion, the 1540 Committee and its experts were invited 
for the first time in 2013 to attend the BWC Meeting of 
Experts and the Meeting of States Parties. April 2014 
will mark the tenth anniversary of UNSCR 1540. This is 
an important milestone to reflect on ways and means 
for enhancing cooperation between the 1540 Com-
mittee and BWC States Parties, in particular since the 
UNSCR 1540 comprehensive review of 2009 identified 
BWs as one area in which States have adopted fewer 
measures.

A c k n o w l e d g e m e n t  o f  UN  S CR  
1 5 4 0  i n  t h e  B W C  F o r u m

Two years after the adoption of UNSCR 1540, in 
the Final Declaration of the Sixth Review Conference 
(2006), the BWC States Parties recognized the con-
tribution of full and effective implementation of UN-
SCR 1540 by all States to assist in achieving the objec-
tives of this Convention. This statement came in the 
preamble to the declaration. The BWC States Parties 
further invoked UNSCR 1540 under Article IV of the 
Convention, noting that “information provided to the 
United Nations by States in accordance with Resolu-
tion 1540 may provide a useful resource for States Par-
ties in fulfilling their obligations under this Article.”
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At the Seventh Review Conference in 2011, BWC 
States Parties also recognized “the contribution of the 
full and effective implementation of United Nations 
Security Council Resolution 1540, United Nations 
General Assembly Resolution 60/288, and other rel-
evant United Nations resolutions.” They noted under 
Article IV that “resolution 1540 affirms support for 
the multilateral treaties whose aim is to eliminate or 
prevent proliferation of nuclear, chemical or biologi-
cal weapons and the importance for all States Parties 
to these treaties to implement them fully in order to 
promote international stability,” and that “informa-
tion provided to the United Nations by States in ac-
cordance with Resolution 1540 may provide a useful 
resource for States Parties in fulfilling their obliga-
tions under this Article.”

In between these two review conferences, only the 
2008 Meeting of States Parties recalled “United Na-
tions Security Council Resolution 1540 (2004) that 
places obligations on all States and is consistent with 
the provisions of the Convention.” Meeting partici-
pants noted that “depending on their national circum-
stances, in pursuing such programmes States Parties 
should,” inter alia, “coordinate outreach activities on 
the Convention with parallel initiatives in other set-
tings, such as those undertaken on biosafety and bios-
ecurity by WHO, efforts by the United Nations Secu-
rity Council Resolution1540 Committee, etc.”

Finally, the 2013 Meeting of States Parties noted 
under the intersessional topic of “Strengthening Na-
tional Implementation,” in the category of “Any po-
tential further measures, as appropriate, relevant for 
implementation of the Convention” that States Par-
ties considered a number of possible approaches to 
demonstrating their compliance with the national im-
plementation obligations of the Convention, includ-
ing, inter alia, providing information and regular up-
dates to the Implementation Support Unit’s National 
Implementation Database and to the Security Council 
Resolution 1540 Committee.

In 2013, pursuant to a formal invitation from the 
BWC Chair, a 1540 Committee expert presented in the 
plenary of the Meeting of Experts and the Meeting of 
States Parties. In addition, a 1540 Committee member 
presented a statement on behalf of the 1540 Commit-
tee and its chair. Significantly, the 1540 Committee 
statement noted that “the information provided to 

the Committee by States, whether in the form of na-
tional reports or voluntary national implementation 
action plans often refers to States Parties’ fulfilling 
their obligations under Article 4 of the Convention. 
Such information also complements the BWC confi-
dence building measures. Taken together, resolution 
1540 (2004), BWC and CWC constitute a multi-layer 
system of preventing the use of disease or poison as 
weapons by constraining attempts to acquire or make 
such materials. This ‘web of prevention’ also helps 
strengthening the safety and security measures bio-
logical weapons-related materials, that is of those ma-
terials, equipment and technology covered by BWC 
and CWC, or included on national control lists, which 
could be used for the design, development, produc-
tion or use of chemical and biological weapons and 
their means of delivery.”

Of note, several States Parties noted in their state-
ments, interventions, or presentations at the 2013 
Meeting of States Parties that their governments were 
striving to strengthen the implementation of UNSCR 
1540. 

UN  S CR   1 5 4 0  a n d  t h e  EU   B W C  A c t i o n 

The EU Council’s Decision in Support of the Bi-
ological Weapons Convention (BWC Action) is be-
ing implemented by UNODA-Geneva and national 
partners. The BWC Action was mandated by Council 
Decision 2012/421/CFSP, adopted by the Council on 
July 23, 2012. The measure is broadly anchored in the 
European Union’s Common Position for the Seventh 
Review Conference of the BWC (Council Decision 
2011/429/CFSP of July 18, 2011) and focuses in particu-
lar on those aspects on which consensus was reached 
at the Seventh Review Conference held in 2011. The 
BWC Action aims to support the BWC on the inter-
national, regional, and national levels through three 
major projects: universality and national implemen-
tation; confidence in compliance; and strengthening 
international cooperation on and encouraging inter-
national discussion of the future of the BWC.

The BWC Action consists of the following proj-
ects:

○○ Project 1: Regional Workshops (one each in 
Africa, Asia, Latin America and the Caribbe-
an, and Eastern Europe)
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○○ Project 2: Extended National Implementa-
tion Assistance Programs (for up to eight BWC 
States Parties to adopt appropriate legislative 
or administrative measures to ensure effective 
implementation and enforcement to prevent 
and punish BWC violations; to create or en-
hance national coordination and networking 
among all stakeholders involved in the BWC 
process, including national and regional bio-
safety associations and the private sector; to 
increase participation in confidence-building 
measures; to establish codes of conduct and 
standards on biosafety and biosecurity; and 
to encourage States to voluntarily implement 
the BWC prior to their accession—in which 
case ratification/accession to the treaty would 
form part of the action plan of activities to be 
agreed upon)

○○ Project 3: Enabling Tools and Activities (to 
enable and support effective national imple-
mentation of the BWC; promote wider par-
ticipation in BWC meetings; and enhance the 
preparedness, detection, and response capa-
bilities of States and the UN Secretary Gener-
al’s Mechanism for the Investigation of Alleged 
Use of Chemical and Biological Weapons) 

The BWC Action is an illustrative example of fol-
lowing through on the recommendation of the 2008 
Meeting of States Parties “to coordinate outreach ac-
tivities on the Convention with parallel initiatives in 
other settings, such as those undertaken on biosafety 
and biosecurity by WHO, efforts by the United Na-
tions Security Council Resolution 1540 Committee, 
etc.” In 2013, under the auspices of the BWC Action, 
the 1540 Committee experts participated in the Re-
gional Workshop on National Implementation of the 
Biological Weapons Convention in Central America 
and the Caribbean (November 13-14, 2013, Mexico 
City, Mexico), Regional Workshop on National Imple-
mentation of the Biological Weapons Convention in 
South and South-East Asia (September 3-4, 2013, Kua-
la Lumpur, Malaysia), and the Regional Workshop on 
National Implementation of the Biological Weapons 
Convention in Eastern Europe (May 27- 29, 2013, Kiev, 
Ukraine). In addition, the 1540 experts also attended 
the EU Workshop in Support of the BWC Action Ex-
tended Assistance Programs (June 13, 2013, Geneva, 
Switzerland) and participated in the development of  
“Guidance for National Implementation of BWC”.

The regional workshops on BWC implementa-
tion should continue to promote the integration into 
the national objectives of BWC implementation the 
common objectives of UNSCR 1540 obligations and 
relevant national implementation action plans (in-
cluding those related, inter alia, to BWC national im-
plementation, International Health Regulations, the 
EU CBRN Centers of Excellence Initiative, and coun-
terterrorism).

UN  S CR   1 5 4 0  a n d  t h e  B W C 
Ass   i s t a n c e  M e c h a n i s m

At the BWC Seventh Review Conference in 2011, 
States Parties agreed on “the value of working togeth-
er to promote capacity building in the fields of vaccine 
and drug production, disease surveillance, detection, 
diagnosis, and containment of infectious diseases as 
well as biological risk management” and decided to 
establish a database system to facilitate requests for 
and offers of exchange of assistance and cooperation. 
States Parties were invited, individually or together 
with other States or international organizations, to 
submit on a voluntary basis to the Implementation 
Support Unit (ISU) any requirements, needs, or offers 
for assistance. Fast-forward to the 2013 BWC Meeting 
of States Parties, and several States decried the unde-
rutilization of this tool. 

By contrast, dozens of States and international or-
ganizations offered assistance on UNSCR 1540 imple-
mentation (including on BWC implementation and 
relevant, related areas), and several States requested 
assistance on BWC implementation and biological 
risk management. Yet there is no formal connection 
or “cross-pollination” between the 1540 Committee’s 
database of requests and offers of assistance and that 
maintained by the BWC ISU. 

At the tenth anniversary of UNSCR 1540, perhaps 
the time has come to review the assistance mechanism 
under UNSCR 1540 and the clearinghouse role of the 
1540 Committee for the purpose of making it more ef-
fective and nimble. One step forward in that direction 
would be closer interaction between the 1540 Com-
mittee and the BWC ISU with regard to the BWC sys-
tem of facilitating requests for and offers of exchange 
of assistance and cooperation. In 2013, moreover, In-
terpol, the WHO, and the World Organization for 
Animal Health registered with the 1540 Committee 
as assistance providers. This provides an opportunity 
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to respond more effectively to requests for assistance 
on biological risk management submitted by States to 
the 1540 Committee.

UN  S CR   1 5 4 0 ,  B W C ,  a n d  t h e 
R o l e  o f  C i v i l  S o c i e t y

Annex XVI of the 2011 Committee report to the 
Security Council noted that “engaging civil society in 
implementation of resolution 1540 (2004) remains an 
important yet difficult task for States.” The same may 
be said for the 1540 Committee itself. In 2010, the 1540 
Committee adopted revised procedures to rationalize, 
improve and accelerate response to assistance requests 
and facilitate match-making. That document consid-
ers a request for assistance from a nongovernmental 
organization as an “informal request” that requires 
special authentication and handling, yet it does not 
recognize the wealth of knowledge and expertise of 
civil society in providing assistance with UNSCR 1540 
implementation. By contrast, both the BWC system 
of assistance and the BWC Action recognize and take 
advantage of the assistance that may be provided by 

civil society entities such as the Verification Research, 
Training, and Information Center (VERTIC).

Civil society also plays an active role in increasing 
awareness of the common objectives of UNSCR 1540 
and the BWC by inviting 1540 Committee experts to 
participate in side events organized on the margins of 
BWC meetings. A 1540 expert attended three such side 
events in 2013. 

In this author’s opinion, UNSCR 1540 implemen-
tation may benefit the most from closer interaction 
between the 1540 Committee and civil society in pro-
moting concerted outreach, education, and training 
activities in the areas covered by UNSCR 1540 in or-
der to strengthen international nonproliferation ef-
forts and enhance capacity-building. Such outreach, 
education, and training activities should cover, at a 
minimum, discussions of prohibited activities involv-
ing the proliferation of nuclear, chemical, and bio-
logical weapons and their means of delivery, as well 
as discussions of what are appropriate national con-
trols over “related materials.” They should also include 



32

1540 COMPASS International Organizations

awareness-raising on Security Council definitions of 
“means of delivery,” “non-State actor,” and “related 
materials,” for the purpose of implementing UNSCR 
1540; synergies and convergence between UNSCR 1540 
obligations and those set forth in other treaties, con-
ventions, and international agreements, and in other 
Security Council resolutions; and sharing of experi-
ences, lessons learned, and effective practices in the 
areas covered by UNSCR 1540.

Information about courses or educational mod-
ules that cover UNSCR 1540 should be shared with 
UNODA to be included on UNODA’s its website on 
nonproliferation and disarmament education and 
training. To this author’s knowledge, the only educa-
tional module on UNSCR 1540 freely available online 
is the recent addition of a lecture on UNSCR 1540 obli-
gations and its synergy and convergence with BWC, as 
well as its place in the global web of prevention. This 
lecture was developed by the University of Bradford 
as an addition to the Educational 
Module Resource (EMR) available 
at: http://www.brad.ac.uk/bioeth-
ics/educationalmoduleresource/
englishlanguageversionofemr/.
The EMR is a collaborative effort 
of the Bradford Disarmament Re-
search Center, the National De-
fense Medical College in Japan, 
and the Landau Network Centro 
Volta in Italy.

The 1540 Committee website is 
a treasure trove of information and data that civil so-
ciety can use to develop educational and training re-
sources. As Albert Einstein once said, “the world as we 
have created it is a product of our thinking. It cannot 
be changed without changing our thinking.” We defi-
nitely need a change in thinking and attitude and a 
sustained and concerted effort to undertake outreach, 
education, and training activities in the areas covered 
by UNSCR 1540. 

Civil society also has a key role in enhancing 
States’ efforts to adopt and enforce appropriate, ef-
fective laws prohibiting activities involving the pro-
liferation of biological weapons and their means of 
delivery to non-state actors, in particular for terror-
ist purposes, as well as implementing and enforcing 
appropriate controls over related materials. Civil so-
ciety could be the driver for strengthening national 

implementation by, inter alia, increasing awareness of 
UNSCR 1540 obligations and existing gaps in States’ 
legislation and enforcement programs; identifying 
needs as States compile voluntary National Action 
Plan; and sharing success stories and participating in 
delivering assistance on capacity-building with their 
respective governments. In addition, civil society, aca-
demia, and industry could put forward ideas on how 
the 1540 Committee can more effectively contribute 
to implementing UNSCR 1540, including by analyz-
ing its current tools and methods for relevance and 
user-friendliness; conducting thematic outreach on 
specific areas identified by the 2009 Comprehensive 
Review as “low compliance”; and charting a way for-
ward toward the 2016 Comprehensive Review of UN-
SCR 1540 implementation.

The BW proliferation and the insecurity of BW-
related materials constitute a multifaceted problem 
that requires a multi-factorial solution. The effec-

tive and full implementation of 
UNSCR 1540 obligations should 
be complemented by developing 
codes of conduct, building a secu-
rity culture, encouraging respon-
sible conduct of scientific inquiry, 
increasing societal vigilance, and a 
nourishing a sustained effort at ed-
ucation, training and awareness-
raising among all key stakehold-
ers. In that regard, internationally 
harmonized codes of conduct (i.e., 
HCOC-like agreements) or UN Se-

curity Council resolutions, presidential statements, 
or General Assembly resolutions on the value of pro-
moting a global security culture and responsible con-
duct of science may help States identify “soft” security 
measures complementing the legislative and enforce-
ment framework required by UNSCR 1540 for its effec-
tive implementation. Such avenues of approach will 
also bring to the attention of BWC States Parties and 
non-Parties alike the common understandings of the 
2013 Meeting of States Parties “on the value of using 
science responsibly as an overarching theme to enable 
parallel outreach efforts across interrelated scientific 
disciplines…,” as well as of “promoting education on 
the Convention and the dual-use nature of biotech-
nology, including through preparing easily accessible 
and understandable courses, integrating consider-
ation of biosecurity with broader efforts on bioethics, 
and assessing the impact of such education.”

The 1540 Committee 
website is a treasure 

trove of information and 
data that civil society 

can use to develop 
educational and training 

resources.
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The Financial Action Task Force 
tackles proliferation financing

Kentaro Sakai
SENIOR POLICY ANALYST, FINANCIAL ACTION TASK FORCE

The Financial Action Task Force (FATF), which was 
established by G7 in 1989, is an intergovernmental 

policy-making body on anti-money laundering and 
countering the financing of terrorism (AML/CFT), as 
well as interdicting proliferation financing. The FATF 
has promoted countries’ effective implementation of 
measures against money laundering, terrorist financ-
ing, and financing of proliferation through the FATF 
40 Recommendations, guidance and best-practices 
papers, and the country-assessment (mutual-evalua-
tion) process. Currently, 192 jurisdictions are members 
of the FATF or of a FATF-style regional body (FSRB). 
All have politically endorsed the FATF Recommenda-
tions and participate in the mutual-evaluation pro-
cess.

Following adoption of the series of the UN Secu-
rity Council resolutions on nonproliferation, namely 
resolutions 1540 (2004), 1695 (2006), 1718 (2006) and 
1737 (2006)1, the FATF issued its first Guidance on 
Implementation of Financial Provisions of UNSCRs 
to Counter the Proliferation of Weapons of Mass De-
struction in June 2007. While the guidance focused 
on country-specific measures under resolutions 1718, 
1737, and 1747, it also referred to resolution 1540 and 
provided suggestions for further work in relation to 
resolution 1540. A Typology Report on Proliferation 
Financing, which was completed in June 2008, aimed 
to develop an understanding of the issues surround-
ing proliferation financing and to provide information 
to the FATF to assess the need for policy measures to 
counter proliferation financing.

The Guidance on the Implementation of Activity-
Based Financial Prohibitions of UNSCR 1737 (2006) 
and Guidance on 1803 (2008) were issued in October 
2007 and October 2008, respectively. As a follow-up to 
the Typology Report, the FATF also developed a Status  

1	 UNSCR 1695 and UNSCR 1718 refers to sanctions 

imposed against the DPRK. UNSCR 1737 refers to 

sanctions imposed against Iran.

Report on Policy Development and Consultation, 
which provided possible policy options that could be 
considered by countries as measures to combat prolif-
eration financing within the framework of UNSCRs.

Paragraphs 2 and 3(d) of resolution 1540 are par-
ticularly relevant, and the FATF’s guidance is intended 
to assist countries in their implementation of these 
requirements. Paragraph 2 prohibits the financing 
of proliferation-related activities by non-state actors, 
and paragraph 3(d) requires countries to establish, 
develop, review, and maintain appropriate controls 
on providing funds and services, such as financing, 
related to the export and transshipment of items that 
would contribute to WMD proliferation.

Resolution 1673 (2006) reiterates the require-
ments of resolution 1540 and emphasizes the impor-
tance that all countries fully implement that resolu-
tion, including provisions regarding the financing of 
proliferation of WMD. 

The United Nations has taken the two-tiered ap-
proach to nonproliferation. One is a global approach 
which aims at preventing acquisition of WMD by 
non-state actors through resolution 1540, and another 
is a targeted approach which aims at the proliferation 
activities of particular states, such as Iran and North 
Korea. In these approaches, while effective export con-
trol is important to countering proliferation of WMD, 
financial measures constitute an equally important 
tool to support investigation of possible proliferation 
activities. The financial provisions of resolution 1540 
have provided countries with this tool, i.e., financial 
measures, to assist overall counterproliferation ef-
forts. Financial information: 

○○ May uncover proliferation activity, including 
when it is complemented by information held 
by other authorities

○○ May link entities of concern together, for ex-
ample through the establishment of financial 
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or audit paper trails, which is increasingly im-
portant to counter the growing use of front 
companies

○○ May demonstrate diversion or infringement of 
export controls

○○ Could provide evidence to support ongoing 
nonproliferation-related investigations or 
prosecutions

FATF’s approach to countering proliferation fi-
nancing focuses on assisting countries in their effec-
tive implementation of financial provisions. It aims 
at prevention, detection, investigation and prosecu-
tion, and domestic and international cooperation. 
It involves all relevant parties: policy-makers, finan-
cial-services supervisors, financial intelligence 
units, law enforcement, export and border con-
trol agencies, and the private sector.

Among the FATF 40 Recommendations, 
which were fully revised in February 2012, Rec-
ommendation 2 on national cooperation and 
coordination requires information-sharing and 
exchange between or among authorities at the 
domestic level. Recommendation 2 requires 
countries to have effective mechanisms to cooperate 
and coordinate domestically to combat the financ-
ing of proliferation of WMD. Recommendation 2 was 
drafted with input from the UN 1540 Committee Ex-
perts Group and aims at ensuring better implementa-
tion of the existing international obligations, includ-
ing those of resolution 1540. This goes beyond the 
traditional anti-money-laundering bodies: Recom-
mendation 2 also covers proliferation-related agencies 
as one of the relevant competent authorities.

Recommendation 2: National cooperation 
and coordination

Countries should have national AML/CFT 
policies, informed by the risks identified, which 
should be regularly reviewed, and should des-
ignate an authority or have a coordination or 
other mechanism that is responsible for such 
policies. 

Countries should ensure that policy-
makers, the financial intelligence unit (FIU), 

law-enforcement authorities, supervisors and 
other relevant competent authorities, at the 
policymaking and operational levels, have ef-
fective mechanisms in place which enable them 
to cooperate, and, where appropriate, coordi-
nate domestically with each other concerning 
the development and implementation of poli-
cies and activities to combat money laundering, 
terrorist financing and the financing of pro-
liferation of weapons of mass destruction 
(emphasis added).

The FATF issued Best Practice Paper on Recom-
mendation 2: Sharing among Domestic Competent 
Authorities Information Related to the Financing of 
Proliferation in February 2012. The paper identifies 
key agencies and sets out mechanisms by which rele-

vant agencies cooperate and coordinate to com-
bat proliferation financing. It aims to identify 
best practices in information-sharing among 
relevant authorities at the domestic level on 
proliferation financing, helping countries im-
plement Recommendation 2.

The recently developed Recommendation 
7 on Targeted Financial Sanctions Related to 
Proliferation is to assist countries in their im-

plementation of country-specific UNSCRs, such as 
resolution 1718 and its successor resolutions on North 
Korea, and resolution 1737 and its successor resolu-
tions on Iran.

The FATF and the experts of other UN commit-
tees have closely collaborated. The work of the FATF, 
such as Recommendation 2, Recommendation 7, and 
Guidance on Implementation of Financial Provisions 
of UNSCRs, is mutually reinforcing with the Unit-
ed Nations’ work on nonproliferation. The Revised 
FATF’s Guidance on Financial Provisions of UNSCRs 
to Counter the Proliferation of WMD, issued in June 
2013, continues to accent the importance of countries’ 
implementing the financial provisions of resolution 
1540. At the same time, resolutions 1810 and 1977 both 
take note of “international efforts towards full imple-
mentation of resolution 1540 (2004), including on 
preventing the financing of proliferation-related ac-
tivities, taking into consideration the guidance of the 
framework of the Financial Action Task Force (FATF).” 
The FATF continues to assist countries in their efforts 
to deny financial means to WMD proliferators. 
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1540 Committee state visits 
provide tailored engagement

When adopting resolution 1540, the Security 
Council recognized that states might need as-

sistance to fulfill their obligations deriving from the 
resolution. In fulfilling that mandate, the 1540 Com-
mittee has been engaging directly with member states 
to facilitate 1540 implementation. 

At the time of the adoption of resolution 1540, 
most member states were already parties to the three 
main disarmament and WMD nonproliferation trea-
ties. However, although some obligations derived 
from these treaties coincide with those of resolution 
1540, they do not cover some of its specifics, in par-
ticular those related to non-state actors. These trea-
ties do not contain, for example, obligations regarding 
comprehensive export controls or provisions prohibit-
ing the financing of proliferation-related activities. 

Consequently, the Committee acknowledged the 
need to perform outreach activities to help states bet-
ter understand and implement their 1540 obligations. 
In the first seven years of the life of the resolution, 
these activities took place primarily in the framework 
of international conferences and regional workshops. 

Today, however, resolution 1540 is a much better-
known instrument. Within the disarmament and non-
proliferation community, resolution 1540 has become 
a legally binding reference similar to the Non-Prolif-
eration Treaty, the CWC, and the BWC. Its objectives  

Enrique Ochoa
1540 COMMITTEE EXPERT
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and obligations are much better understood. In 2011, 
in this regard, the Security Council enacted resolu-
tion 1977, encouraging the 1540 Committee to engage 
actively with states striving to im-
plement resolution 1540. It urged 
the Committee to undertake visits 
to such states at their invitation.

This Security Council deci-
sion constituted a recognition 
that a more tailored approach was 
needed to engage with states on 
their implementation of resolu-
tion 1540. 

State-specific activities and 
visits to states offer an opportu-
nity not only for the Committee to 
engage directly with states on the 
implementation of the resolution, 
but also for states to better under-
stand how to draw on the opportunities offered by res-
olutions 1540 and 1977 to assist in capacity-building 
and to benefit from collaboration with other member 
states and international organizations. 

The first 1540 Committee visit to a state took place 
in September 2011, just a few months after the adop-
tion of resolution 1977, when the government of the 

United States invited the Com-
mittee to its country. 

Since then, an increasing 
number of states have invited the 
1540 Committee to make use of 
this “new tool.” In 2012, visits took 
place to Albania, Madagascar, 
and the Republic of the Congo. In 
2013, the Committee visited Trini-
dad and Tobago, Grenada, Burki-
na Faso, and the Republic of Ko-
rea. In early 2014, the Committee 
visited Niger. Invitations to the 
Republic of Moldova and Mozam-
bique have also been received. 

These visits provide a unique 
opportunity for the participating members of the 
Committee and its experts to engage a wide range of 
stakeholders responsible for the implementation of 
resolution 1540 and to obtain firsthand information 

The first 1540 Committee 
visit to a state took 
place in September 

2011, just a few months 
after the adoption of 

resolution 1977, when 
the government of the 
United States invited 
the Committee to its 

country.

A delegation from the 1540 Committee visits the port of St. George’s, Grenada in 2013.
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about legislative and enforcement measures taken in 
accordance with the resolution. 

Generally, these visits include three segments: 
high-level meetings, working sessions, and on-site 
visits. The details of the programs for these visits are 
worked out by the host country in close cooperation 
with the 1540 Group of Experts.

During the high-level meetings, ministers or other 
high-ranking officials reaffirm the political commit-
ment to implement resolution 1540 and identify key 
areas in which more progress or assistance is needed. 
For example, in the case of the visit 
to Trinidad and Tobago, the 1540 
Chair met with the acting prime 
minister and minister of foreign 
affairs as well as with the ministers 
of national security and health. 

In the course of the working 
sessions, officials from the host 
state make presentations about 
the measures taken or planned in 
accordance with the resolution. 
Committee representatives pres-
ent on the obligations under the 
resolution and explain the work of 
the Committee, including its as-
sistance mechanism. During these 
sessions, both stakeholders and Committee represen-
tatives carefully examine the 1540 matrix of the host 
state. These sessions enable the Committee and state 
to exchange a significant amount of information.

The on-site visits take place in facilities where 
states are enforcing the provisions of the resolution. 
Such sites may include ports, border posts, hospitals, 
laboratories, or research institutes. In the case of the 
first two, the officials in charge give the visiting del-
egation a detailed briefing regarding the procedures 
that are in place, for instance for control of incoming 
and outgoing cargo. In the case of hospitals, laborato-
ries, and research institutes, the responsible authori-
ties usually brief the 1540 delegation on, for example, 
measures related to physical protection of CBRN ma-
terials and background checks on their personnel. 

These three segments complement one another 
and provide the 1540 delegation a very broad and 

complete perspective of progress toward and chal-
lenges stemming from 1540 implementation. 

In general terms, visits to states offer the opportu-
nity for the Committee and the state visited to jointly 
identify achievements and gaps, as well as possible 
assistance needs. In instances when a visited state 
identifies specific areas for further work, an assistance 
request is forwarded to the 1540 Committee. The 
priority then is for the Committee and its experts to 
match the requests with offers of assistance by States 
and relevant international organizations. These visits 
are also an occasion to further reflect on future steps 

to be taken, including the develop-
ment of a “National Implementa-
tion Action Plan” (NIAP) and the 
establishment of a national 1540 
interministerial mechanism. 

Since all relevant national 
agencies have to work together 
while they prepare for and host 
such visits, they have spurred 
those states that do not have inter-
agency coordination systems for 
1540 implementation to establish 
such mechanisms. This constitutes 
a key element for future activities 
that will enhance the implementa-
tion of the resolution, since 1540 

implementation requires a whole-of-government ap-
proach. 

The 1540 Committee visits have also served to 
reach out to a wider national audience, since most of 
these visits have been the object of media coverage—
coverage that in some cases has been extensive. 

In the almost ten years since the Committee was 
established, the nature of its engagement with states 
has evolved. Visits to states are a clear example of this 
evolution. This new tool has enabled the Committee 
and states to maintain a much deeper dialogue and 
strengthened states’ capacity to implement resolution 
1540. 

The views expressed in the article are those of the 
author, and do not necessarily represent those of the 
1540 Committee.

The 1540 Committee 
visits have also served 
to reach out to a wider 
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Events of Interest

D a t e T i t l e O r g a n i z e r / S p o n s o r L o c a t i o n
6-7 February 2014 The annual meeting of the Container 

Control Programme Regional and National 
Coordinators and selected staff

UNODC Vienna, Austria

10-14 February 2014 Plenary and Working Group meetings FATF Paris, France

25-26 February 2014 Identification of effective implementation 
practices by examining UNSCR 1540 
(2004) after a Decade of its Existence

Institute for Defence Studies 
and Analyses and King’s College 

London in cooperation with 
UNODA

New Delhi, India

4-6 March 2014 The Non-Conventional Threat series:  Kiev 
International Protection, Security and Fire 
Safety (KIPS)

IB Consultancy and Premier 
Expo Ukraine

Kiev, Ukraine

11-12 March 2014 10 years of UNSC Resolution 1540: Global 
and Regional efforts in the field of non-
proliferation and disarmament of weapons 
of mass destruction

Kazakhstan Astana, 
Kazakhstan

20 March 2014 EU High Level Event on «International 
cooperation to enhance a worldwide 
nuclear secu¬rity culture» Contribution to 
the Nuclear Security Summit 2014

EU Amsterdam, The 
Netherlands

21-22 March 2014 Nuclear Knowledge Summit Amsterdam, The 
Netherlands

23-25 March 2014 Third Nuclear Industry Summit Amsterdam, The 
Netherlands

24-25 March 2014 Nuclear Security Summit The Netherlands The Hague, The 
Netherlands

25-27 March 2014 BACAC 5th annual Conference Association of biological security 
in Central Asia and the Caucasus 

(BACAC)

Tbilisi, Georgia
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Events of Interest
D a t e T i t l e O r g a n i z e r / S p o n s o r L o c a t i o n

2-4 April 2014 5th International Symposium on Biosafety 
and Biosecurity – Future Trends and 
Solutions

University of Milan with support 
from the Government of Italy and 

EU

Milan, Italy

12-16 May 2014 International Conference on Human 
Resource Development for Nuclear Power 
Programmes: Building and Sustaining 
Capacity

IAEA Vienna, Austria

29 May – 1 June 2014 International Hazardous Materials 
Response Teams Conference & Expo 2014

International Association  
of Fire Chiefs

Baltimore, MD, 
United States

1-5 June 2014 CSCM – World Congress on CBRNe 
Science & Consequence Management

International Organizing 
Committee and Government of 

Georgia

Tbilisi, Georgia

11-13 June 2014 Fourth Internaional Seminar CBRNE 
AVIGNON 2014

GIE NBC Avignon, France

16-20 June 2014 Eurosatory 2014 Eurosatory Paris, France

23-27 June 2014 International Symposium on Uranium 
Raw Material for the Nuclear Fuel 
Cycle: Exploration, Mining, Production, 
Supply and Demand, Economics and 
Environmental Issues

IAEA Vienna, Austria

7-10 July 2014 International Conference on Advances 
in Nuclear Forensics: Countering the 
Evolving Threat of Nuclear and Other 
Radioactive Material out of Regulatory 
Control

IAEA Vienna, Austria

13-16 July 2014 Second International Conference 
on Vulnerability and Risk Analysis 
Management & Sixth International 
Symposium on Uncertainty Modelling and 
Analysis

University of Liverpool Liverpool, 
England

16-18 July 2014 Asian Defence, Security & Crisis 
Management Exhibition & Conference

APAC EXPO PTE LTD Manila, 
Philippines

27-29 August, 2014 International Physicians for the Prevention 
of Nuclear War Congress

IPPNW Kazakhstan in 
cooperation with IPPNW CIS 

Regional Affiliates

Astana, 
Kazakhstan


