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Indonesia’s pioneering effort  
to self-assess nuclear security culture

Ferly Hermana, Khairul Khairul, and Bayu Purnomo
NATIONAL NUCLEAR ENERGY AGENCY (BATAN), INDONESIA

Indonesia is a vocal supporter of global efforts against 
terrorism, particularly those involving nuclear 

weapons or materials. Indonesia’s Foreign Minister, 
Marty Natalegawa, emphasized in his UN address on 
September 28, 2012 that in the face of the threat of nu-
clear terrorism and the catastrophe that it could bring 
about, we must always be on the alert and vigilant in 
our common efforts to anticipate it. In order to ad-
dress these threats, the Indonesian National Nuclear 
Energy Agency (BATAN) has consistently promoted 
high standards of nuclear security at its facilities as a 
matter of high priority. Cooperation with the IAEA is a 
major vehicle for achieving these goals. BATAN invited 
the IAEA’s International Physical Protection Advisory 
Service (IPPAS) mission to evaluate nuclear-security 
arrangements at its three nuclear research reactors in 

2001. This initial visit was followed by another IPPAS 
mission in 2007. 

T h r e a t  E n v i r o n m e n t  a n d 
L e g a l  F r a m e w o r k

In 2003, Indonesia enacted Law No. 15 on Coun-
tering Terrorism, which covers such crimes as using 
chemical, biological, and radioactive substances for 
terrorist purposes. Efforts are underway to develop 
comprehensive legislation on nuclear security. The 
draft legislation will not replace the existing legal 
framework, but rather will fill out existing gaps in the 
area of nuclear security and safeguards, strengthen 
the preventive capacity of law-enforcement agen-
cies, and enhance the power of Indonesia’s Regula-
tory Agency. In 2010, Indonesia set up the National 
Counter-Terrorism Agency, which collaborates with 
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national counterterrorism stakeholders and coordi-
nates counterterrorist efforts countrywide.

On the regional level, Indonesia keeps enhancing 
regional cooperation against nuclear terrorism within 
the framework of the Jakarta Center for Law Enforce-
ment Cooperation, a body established in 2004. An-
other important instrument is the Asia-Pacific Safe-
guards Network, which has monitored the operation 
of nuclear safeguards in the region since 2009.

In the international realm, Indonesia proposed at 
the 2012 Seoul Nuclear Security Summit that the IAEA 
coordinate efforts to draw up a single, user-friendly 
“National Legislation Implementation Kit on Nuclear 
Security.” This implementation kit will be designed 
as a one-stop, comprehensive legal framework that 
states can use to make the enforcement of their laws 
on nuclear terrorism more coherent.

With so many ongoing programs in place and sev-
eral agencies involved, one highly important missing 
element was an understanding of the human factor’s 
reliability, and of security culture throughout Indone-
sia’s nuclear-security infrastructure.  

In 2010, the chairman of BATAN formally recog-
nized the importance of nuclear security culture and 
demonstrated BATAN’s commitment to its enhance-
ment at the facility level. To support the dissemina-
tion of the IAEA Implementing Guide, BATAN held a 
“Regional Workshop on Nuclear Security Culture” in 
Yogyakarta in December 2011. It convened the work-
shop in cooperation with the IAEA.

Both the human factor and security culture are 
critical components in ensuring the security of nucle-
ar facilities, infrastructure, and transport. Their im-
portance cannot be overestimated. To reflect that, the 
IAEA and international experts have developed the 
concept of nuclear security culture and compiled the 
Implementing Guide. The Implementing Guide was 
published by the IAEA in 2008 as Nuclear Security 
Series no. 7. The importance of nuclear security cul-
ture was also recognized by the two nuclear security 
summits in 2010 and 2012. It was included in the final 
communiques and summit recommendations as one 
of the most important factors.

As the next step in promoting and improving 
nuclear security culture, the IAEA has been working 

with a group of international experts to develop and 
implement a robust methodology for self-assessment 
at nuclear facilities. This methodology is designed to 
provide national authorities and facility management 
with benchmark information on the status of nuclear 
security culture. It constitutes the baseline for subse-
quent development of a set of measures to fill any gaps 
identified. The methodology is currently in the final 
stages of development, and will be presented for IAEA 
member-state review and finalization.

I n d o n e s i a ’ s  S e l f -
Ass   e ss  m e n t  I n i t i a t i v e

In the autumn of 2012, BATAN initiated a pilot 
project to implement the IAEA draft self-assessment 
methodology at BATAN research reactor facilities. 
The project unfolded in coordination with the Center 
for International Trade and Security at the University 
of Georgia (CITS/UGA), USA, and the IAEA Office of 
Nuclear Security. The results were expected to pay off 
in several ways, for instance by improving understand-
ing of employees’ concerns, needs, aspirations, and 
motivations; clarifying employees’ opinions about 
key management issues; and building a link to safety-
culture assessment and synergizing mutual benefits. 
Indonesia operates three nuclear research centers for 
a wide variety of peaceful purposes. BATAN operates 
these three research reactors in addition to another 
radioactive source facility. BATAN’s nuclear research 
centers are located in Bandung, Yogyakarta, and Ser-
pong. The source facility is located at Pasar Jum’at 
Jakarta. A Secondary Standards Dosimetry Labora-
tory is at the BATAN Head Office in Jakarta. Three 
self-assessment teams were selected from each facil-
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ity and participated in a series of briefings with CITS/
UGA and IAEA experts to become acquainted with 
the methodology and prepare for the self-assessment. 
These specially designated teams implemented the 
pilot self-assessment during the December 2012-Janu-
ary 2013 time period, with final results summarized 
and discussed in February-March 2013, presented at 
the IAEA Technical Meeting on April 8-12, 2013, and 
outlined at the IAEA International Conference on En-
hancing Global Efforts on July 1-5, 2013.

BATAN’s self-assessment of nuclear security cul-
ture at its three nuclear research reactors was the first 
attempt to test the emerging IAEA methodology. To 
this end, BATAN used its internal resources with in-
put from the IAEA and CITS/UGA. In October 2012, 
international experts briefed self-assessment teams at 
three nuclear research reactors in Serpong, Bandung, 
and Yogyakarta on the draft methodology for per-
forming self-assessments. The IAEA was present and 
played a critically important role.  In this process, the 
self-assessment teams (composed of 41 people) sur-
veyed 624 employees and interviewed 128. They de-
veloped and analyzed 87 histograms and accumulated 
more than 500 pages of data.

L e ss  o n s  L e a r n e d  a n d  F o l l o w - Up

The self-assessment pilot project has yielded sig-
nificant and tangible results for BATAN. It offered not 
only an assessment of the status of security culture 
at three research reactors, but also a learning experi-
ence for management and the workforce. This proj-
ect opened up a new, important dimension of nuclear 
security, namely the role of the human factor and its 
impact on the overall security regime. In this sense, 
the draft guidance is a well-written and balanced doc-
ument that is vital for all those who intend to build up 
an effective nuclear security culture at different types 
of facilities throughout the nuclear infrastructure. 
BATAN has provided its comments and suggestions to 
the IAEA to further improve the draft self-assessment 
methodology and is prepared to help with further re-
finements.

BATAN’s pilot project to establish a baseline for 
evaluating nuclear security culture is just the first step 
forward. BATAN is revising the chairman’s regulations 
on security management to reflect its new experience 
and is determined to expand cooperation with the 
IAEA. Also, BATAN is planning to share its self-assess-
ment experience at several international forums. The 
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next step is to work with other government agencies to 
establish a center for security culture and assessment, 
supplying an expert and training hub in the region. Its 
scope is expected to encompass the following tasks: 

○○ Finalize the self-assessment results and use 
the data for sharing with the IAEA and train-
ing BATAN officials on the security-culture 
assessment methodology, periodic evaluation 
of security culture at BATAN facilities, analy-
sis and evaluation of the findings, and a series 
of outreach activities that enlist BATAN and 
international experts to help raise nuclear-se-
curity awareness and culture standards where 
they are deficient.

○○ Apply the concept of nuclear security culture 
and its self-assessment methodology to radio-
active-source users, including hospitals, and 
adjust its implementation to local needs and 
national culture.

○○ Extend outreach activities within the ASEAN 
region, including cooperating with the IAEA 
to train nuclear-security professionals from 
Vietnam, Thailand, Malaysia, the Philippines, 
and Singapore in the evaluation methodology, 
helping conduct evaluations, and helping in-
terpret the results.

○○ Facilitate and support the promotion of new 
IAEA methodologies for nuclear security 

culture, including the 
two forthcoming guid-
ance documents for self- 
assessment and enhance-
ment.

○○ Establish and 
maintain a dedicated 
website focusing on nu-
clear security culture, to 
be launched by BATAN 
in cooperation with other 
countries and the IAEA. 
The site will feature re-
ports, assessments, schol-
arly articles, and other 
information to support 
nuclear professionals and 
scholars in the ASEAN re-

gion and beyond. It may include translations 
of key materials and IAEA documents for the 
convenience of ASEAN stakeholders.

The new center will focus on its unique niche, and 
in this sense will not duplicate the activity of other 
centers worldwide. Moreover, it will attempt to estab-
lish cooperative relations with these centers, working 
alongside the IAEA to share its expertise and achieve 
universal standards of security-culture implementa-
tion. One long-term objective is to apply this innova-
tive approach to domains beyond the nuclear sector. 
The human factor and security culture are not con-
fined to the nuclear world.

The self-assessment project was a unique and ex-
citing experience. It established a baseline for all fu-
ture nuclear-security-culture evaluations throughout 
the national infrastructure, and raised security aware-
ness among staff members by sending a clear message 
that the threat of nuclear terrorism is real and the nu-
clear security system is important. The project iden-
tified several gaps and deficiencies, helping senior 
leadership immediately revise existing procedures 
and regulations. Further refinements will be fully ad-
dressed at a later stage, in a follow-up action plan to 
improve nuclear security culture. Most importantly, 
BATAN’s newly acquired expertise has reinforced rela-
tions with the IAEA, opened the possibility of shar-
ing best practices with other countries, and laid the 
groundwork for a valuable Indonesian contribution to 
the 2014 Nuclear Security Summit at The Hague.
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Improving capacity, communication, 
and civil society engagement in 1540

A number of civil-society groups—think tanks, aca-
demia, and private foundations—have embraced 

the goals of UNSCR 1540 since its inception in 2004. 
They first became awareness-raising agents of the 
resolution, brainstormed implementation paths and 
reporting requirements, delivered training programs, 
and performed assessments of national 1540 reports. 
The variety of forms and contributions spans from or-
ganizing international and regional conferences and 
seminars, to helping draft national export control 
legislation, to producing a documentary to promote 
UNSCR 1540. 

In his message to the Vienna Forum on UN Se-
curity Council Resolution 1540 (2004) and Civil Soci-
ety: Opportunities for Engagement, held on January 
8-10, 2013, UN secretary-general Ban Ki-moon noted 
the significance of the civil-society contribution to the 
activities of the United Nations in disarmament and 
many other critical areas. He expressed confidence 
that “the positive impact of civil society will move the 
world closer to meeting the objectives of resolution 
1540 and a world without weapons of mass destruc-
tion.” A number of international organizations and 
national governments share an understanding and 
expectation that civil society has a much greater and 
broader role to play, working with national and inter-
national stakeholders in support of 1540.

Elena Sokova
EXECUTIVE DIRECTOR 

VIENNA CENTER FOR DISARMAMENT & NONPROLIFERATION
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The understanding that civil society must 
strengthen and expand its engagement guided the de-
cision to organize the first-ever international forum 
dedicated to the role of civil society in UNSCR 1540 
implementation. As noted before, the gathering con-
vened in Vienna in January 2013. Discussions at the 
Vienna Forum, along with almost ten years of civil-so-
ciety engagement in support of UNSCR 1540, provide 
abundant material to reflect on the lessons learned 
from past experience and assess future directions, ad-
dress concerns, and highlight opportunities. 

This approach requires an assessment of the cur-
rent status, scope, and capacity of civil-society groups 
in various regions; examination of challenges such as 
national governments’ reluctance to acknowledge the 
role of civil society in 1540 imple-
mentation; and funding and com-
munication shortfalls. Another 
important challenge is to align civ-
il-society contributions in support 
of UNSCR 1540 more closely with 
national and international needs. 
At the same time, this work must 
go beyond the needs already rec-
ognized. Neglected or overlooked 
issues must also be addressed, and 
civil society can bring them to the 
attention of fellow stakeholders. 

Bryan Finlay of the Stimson 
Center undertook a thorough anal-
ysis of how civil society supports 
1540 goals. Finlay entitled his report “Meeting the Ob-
jectives of UN Security Council Resolution 1540: The 
Role of Civil Society.” The Stimson report provides an 
excellent overview of various avenues whereby civil-
society groups already advance the efforts of national 
governments and international organizations. A sum-
mary of key areas of civil-society engagement in 1540 
issues is provided below. It provides a canvas for fur-
ther discussion, and as a good starting point to exam-
ine areas that require additional attention from civil-
society groups. 

K e y  R o l e s  o f  C i v i l  S o c i e t y 
E n g a g e m e n t  i n  UN  S CR   1 5 4 0 :

1.	 Awareness raising, advocacy, and outreach 
directed at national governments, legislators, 

educational institutions, other civil-society 
groups, and the public at large;

2.	 Providing legal, policy, technical, and scientif-
ic expertise across many issue areas, countries, 
and stakeholders;

3.	 Delivering or facilitating implementation as-
sistance, from specific projects to helping with 
reporting requirements and development of 
1540 national action plans;

4.	 Bringing emerging CBRN issues to the atten-
tion of the international community and the 
1540 Committee and identifying gaps;

5.	 Developing and conduct-
ing educational and training 
activities and programs aimed 
at a variety of audiences, in-
cluding but not limited to 
practitioners, diplomats, leg-
islators, government officials, 
law enforcement, students, 
and the general public;

6.	 Collecting, analyzing, and 
disseminating best practices 
and developing implementa-
tion guides and tools;

7.	 Monitoring and conduct-
ing assessment of national 

implementation efforts, holding governments 
accountable for non-compliance or slow im-
plementation

8.	 Fostering better communication, coordina-
tion, and networking among 1540 stakehold-
ers. 

The discussion below examines several categories 
that require additional attention from civil-society 
groups and from other stakeholders. It also offers a 
number of observations and recommendations that 
cut across these broad categories and underpin the 
overall effectiveness of civil-society engagement in 
1540 matters.

Discussions at the 
Vienna Forum, along 

with almost ten years of 
civil-society engagement 

in support of UNSCR 
1540, provide abundant 

material to reflect on 
the lessons learned from 

past experience.
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R e sp  o n d i n g  t o  N e e d s

In all likelihood, civil society can contribute most 
effectively in areas national governments and inter-
national organizations have identified as priorities, 
and on which they have sought external input. At the 
Vienna Forum, for example, experts from the 1540 
Committee pointed out that drawing up training pro-
grams, compiling effective practices, and developing 
templates and implementation guides are some areas 
in which civil-society involvement is highly desirable. 
The “Guide to National Implementation of UN Se-
curity Council Resolution 1540 (2004)” published by 
VERTIC and the “Africa Guide to UNSCR 1540” issued 
by the Institute of Strategic Studies are illustrations of 
prior work in this area.

Additional possible areas for 
engagement include preparing for 
the next UNSCR 1540 Comprehen-
sive Review (2016), further devel-
oping the 1540 matrix, and execut-
ing implementation assessments 
that go beyond legislative actions 
reported by national governments 
to provide analysis of actual imple-
mentation efforts. The 1540 Com-
mittee has identified these and 
similar needs in its program of 
work for 2013-2014. Nongovern-
mental experts, academia, and 
industry could also help member 
states and international organiza-
tions by contributing to areas that have received less 
attention from governments in the 1540 context, such 
as biological weapons, means of delivery, and national 
export control lists. This list is not exhaustive, but it 
does indicate certain opportunities and real demands 
that civil society could meet. 

M a k i n g  1 5 4 0  R e l e v a n t

As part of efforts to bring all countries into full 
compliance with UNSCR 1540, civil-society groups 
can promote the resolution and its goals in regions 
where other priorities take precedence. They can 
demonstrate the benefits of aligning 1540 implemen-
tation with developmental goals and socioeconomic 
objectives, and also in relating 1540 issues to the larger 
picture of safety and security, preparedness for inci-
dents involving hazardous materials, and efforts to 

enhance border security, human and animal health, 
agricultural security, and industry development. 

T r a i n i n g  a n d  C a p a c i t y  B u i l d i n g

Capacity building in the UNSCR 1540 context gen-
erally involves civil-society bodies’ providing national 
governments or private groups with training or simi-
lar programs on CBRN matters. This is an important 
and significant part of civil-society contribution to 
1540 work, and it should be continued and strength-
ened. However, there is also ample room for capacity 
building within civil society itself. Training programs 
for international civil-society representatives can be 
extremely useful for strengthening the capacity of lo-
cal civil-society groups in Africa, the Middle East, and 

other regions where such expertise 
is still wanting. 

In this regard, more could be 
done to pool expertise, know-
how, and tools among civil-society 
groups. Newcomers to the field 
could learn through train-the-
trainer programs presented by 
those who already have experi-
ence. Such training could be of-
fered in a number of areas, from 
legislative assistance, to efforts to 
promote the relevant treaties and 
conventions, to export controls, 
biosafety and biosecurity, security 
culture, and ethics. 

Train-the-trainer workshops and programs for 
university professors and researchers could propagate 
national expertise in regions and countries where few 
cadres specialize in CRBN and 1540 issues. These pro-
grams could also include preparing and sharing train-
ing materials and curricula, discussing emerging is-
sues, and refining methodology. 

Critical to capacity building aimed at civil-society 
groups and other 1540 stakeholders are quality train-
ing materials, including online resources on CBRN 
threats, security culture, and other 1540-relevant top-
ics. With effectiveness and sustainability in mind, 
these programs and materials must be customized to 
specific regions and translated into stakeholders’ lan-
guages. Civil-society organizations can help translate 

As part of efforts to 
bring all countries into 

full compliance with 
UNSCR 1540, civil-
society groups can 

promote the resolution 
and its goals in regions 
where other priorities 

take precedence.
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such materials and adjust them to particular national 
and regional circumstances. 

F o s t e r i n g  S e c u r i t y  C u l t u r e 
a n d  S o c i a l  R e sp  o n s i b i l i t y

In science and research, strong ethics and secu-
rity culture are the best insurance against threats from 
new, overlooked, or emerging technologies, particu-
larly in the biological and chemical fields. Civil soci-
ety has already pioneered critical work on fostering 
security culture as it pertains to nuclear materials and 
technologies. In the chemical and biological domains, 
nongovernmental groups have fostered codes of con-
duct and stronger ethics for scientists and researchers. 
Technical, scientific, and academic groups are critical 
to promoting CBRN security culture and ethics, the 
further development, promotion, and adoption of 
codes of conduct, and self-regulatory mechanisms. 
This role is widely recognized and warrants continued 
support and reinforcement.

N u r t u r i n g  C o n s t r u c t i v e 
D i a l o g u e  w i t h  G o v e r n m e n t s

In addressing the capacity of various civil-society 
groups and their relationship with national govern-
ments and international organizations, one cannot 
avoid discussing the relationship between govern-
ments and civil society. This relationship defines the 
spectrum and the scope of civil society’s involvement 
in 1540-related matters to a major degree. In some 
countries, think tanks, academia, or charitable orga-
nizations are already integral to the community of 
1540 stakeholders. Other governments choose not to 
involve civil society in national initiatives as standard 
procedure owing to mistrust of nongovernmental ac-
tors. Still others view 1540-related activities as part 
of national security strictly defined. Governments of 
such leanings exclude civil society from the process as 
a precautionary measure. 

The 1540 Committee work program for 2013-2014 
notes that the Committee will “consider and seize op-
portunities, as appropriate, for direct interaction, with 
their States’ consent, with relevant industry groups, 
academia and civil society.” This statement recogniz-
es that civil-society involvement varies from state to 
state, and that different governments take different 
approaches to civil-society engagement. Widening 
the circle of countries that accept counsel and help 

from civil society is extremely important. UN Secre-
tary-General Ban Ki-moon, UN High Representative 
for Disarmament Angela Cane, and other key figures 
have used their bully pulpit to raise the credibility of 
civil-society groups and facilitate their constructive 
impact. 

N e t w o r k i n g  a n d  P a r t n e r s h i ps

In some countries, attitudes toward cooperation 
might be favorable, but civil society is underdeveloped 
or has limited expertise and capacity. In such cases the 
capacity-building efforts discussed above play a cru-
cial part in strengthening expertise and skills. This 
approach is particularly important for broadening the 
geographic diversity of civil-society actors. In addition 
to training programs, support from civil-society net-
works—including networks at the regional and sub-
regional levels—could measurably improve the prac-
tices of civil-society organizations while buttressing 
their individual and collective capacity. It could also 
help build lasting relationships based on trust and 
recognition with their respective governments.

Successful models of such coalitions and net-
works in the WMD area include the CWC Coalition, 
which formed around CWC implementation, and the 
Fissile Materials Working Group, a coalition of non-
governmental organizations, think tanks, and experts 
established in 2009 to promote the nuclear-security 
agenda. Both organizations have a strong record of 
setting the agenda, providing critical analysis of gov-
ernments’ policies and implementation records, fa-
cilitating implementation, and ensuring transparency 
and accountability. 

C o m m u n i c a t i o n  a n d  C o o r d i n a t i o n

Establishing regular communication among in-
ternational organizations, national governments, and 
civil society groups is of the utmost importance. Such 
communication should encompass consistent and re-
liable means for providing and finding information 
about activities, needs, and modes of civil-society in-
volvement. This is relevant for communication and 
information-sharing between civil-society groups 
and other stakeholders, as well as among civil-society 
groups themselves. Designating a point of contact—
for example, an expert from the 1540 Committee—for 
communication and coordination with civil-society 
groups is one possible solution. Establishing a 1540 
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civil-society working group or coalition that repre-
sents the larger civil community and serves as a coor-
dinating body and interlocutor with other stakehold-
ers should be considered as well. 

Communication among civil-society groups and 
other stakeholders could be facilitated by a number of 
means, including web-based platforms or social me-
dia. Traditional means of information dissemination 
and sharing, such as printed media and workshops, 
should also continue to be employed. Publications 
such as the 1540 Compass represent a welcome de-
velopment. At the same time, periodicals and reports 
that cover a broader set of issues related to WMD se-
curity and nonproliferation, including the Nonprolif-
eration Review and BioWeapons Prevention Project 
Monitor, need to be better utilized 
to promote 1540-related issues and 
goals. 

F i n a n c i a l  Iss   u e s

An often-cited limiting factor 
on expanding civil-society involve-
ment in 1540 matters is insuffi-
cient funding. The global econom-
ic situation remains unfavorable, 
particularly in countries that have 
traditionally provided the bulk of 
financial support to civil-society 
groups. Still, several international 
organizations, including the Euro-
pean Union, the 1540 Committee, 
and the OPCW note that funding often is not the ma-
jor roadblock to financing civil society work. Rather, 
the problem is a mismatch between governments’ 
needs and offers of help. Civil-society groups and or-
ganizations must communicate their expertise and 
capabilities to organizations and governments more 
clearly, focus their proposals on concrete, specific 
ideas and initiatives that are directly linked to 1540 is-
sues, and be proactive about learning about funding 
opportunities and implementation priorities. 

R e c o m m e n d a t i o n s

A comprehensive and successful response to WMD 
threats, including those UNSCR 1540 is designed to 
combat, requires a whole-society approach, includ-
ing more robust contributions from civil society. This 
could be achieved through steps and strategies taken 

by civil-society groups themselves, as well as by other 
stakeholders. Several recommendations below could 
prove useful:

○○ Focus on capacity building via training, net-
working, and communication. Strengthening 
capacity and expertise among civil-society 
groups active across an array of geographical 
regions and issue areas is critical to building 
overall national and regional capacity. 

○○ Civil-society groups should be proactive about 
offering their expertise to relevant interna-
tional organizations and governmental ac-
tors, align their offers more closely with gov-
ernments’ current priorities and long-term 

goals, and take the initiative in 
communicating with the 1540 
Committee, with other stake-
holders, and among them-
selves. 

○○ Civil-society groups should  
also consider establishing a 
working group or coalition 
of groups working on 1540- 
related topics to facilitate  
networking, communication, 
and coordination efforts. They 
should also coordinate and co-
operate with existing networks 
engaged in WMD security and 
other relevant fields. 

○○ Civil-society groups should also promote UN-
SCR 1540 and their role in implementing the 
resolution when they take part in gatherings 
dealing with WMD threats. For example, they 
could deliver a “gift basket” from civil society 
on 1540 implementation issues at the 2014 Nu-
clear Security Summit in The Hague. 

○○ The 1540 Committee and its experts should 
take full advantage of civil-society groups’ ex-
pertise, experience, and interest in 1540 issues. 
It would be beneficial to regularize interaction 
and coordination between the Committee and 
civil society, including appointing a Commit-
tee expert as a liaison with civil society and 
inviting representatives from civil society to 
working-group meetings and other forums.

A comprehensive and 
successful response to 

WMD threats, including 
those 1540 is designed 
to combat, requires a 

whole-society approach, 
including more robust 

contributions  
from civil society.
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Partnerships with the private 
sector to prevent proliferation

Ian J. Stewart
PROJECT ALPHA, KING’S COLLEGE, LONDON

Business has a key role to play in preventing the 
proliferation of WMD, but the question is how to 

mobilize business when the short-term financial in-
terests and worldview of individuals and companies 
may run counter to nonproliferation objectives. Proj-
ect Alpha’s partnership approach is one solution that 
can complement a strong national legal framework.

National implementation of export controls and 
related measures is improving. As a result, the likeli-
hood of overt WMD proliferation is reducing. None-
theless, it is clear that, even if all countries imple-
mented effective export controls, proliferation could 
still continue through illicit trade. At the same time as 
it addresses the inadequate implementation of export 
controls at the national level, the international com-
munity must also take steps to address the prolifera-
tion challenges posed by international supply chains. 

There are reasons to be optimistic about the over-
all prospects for reducing proliferation. Few compa-
nies make the items of highest concern, and, for the 
reasons detailed below, such firms are unlikely to sell 
goods directly to end users of concern. Nonetheless, 
sensitive technologies too often find their way into 
programs of concern after shipment to customers or 
business partners in third world countries. 

Since 2011, in response, Project Alpha has sought 
to mobilize the private sector to counter proliferation. 
Alpha’s approach, termed anti-proliferation, supple-
ments national implementation of export controls 
by building resistance to proliferation into the supply 
chain. Exactly what this entails depends on the supply 
chain of the business and the nature of the company’s 
goods. For many firms, compliance with the law will 
be sufficient to prevent their goods from ending up in 
programs of concern. Few would seek their goods il-
licitly. It is imperative to take additional measures for 
manufacturers whose technology is more sensitive 
and may be sought illicitly.

To this end, the British government has worked 
with experts from industry and experts associated 
with Project Alpha to draft good practices for corpo-
rate standards to support nonproliferation. The re-
sulting measures (see below), which form the basis of 
Alpha’s Partners against Proliferation Initiative, were 
recognized by the Nuclear Suppliers Group (NSG) as 
a good national practice and are available via the NSG 
website.

W h a t  S h o u l d  F i r m s  D o ?

Business clearly must comply with the law. Fail-
ure to do so can result in export bans, fines, impris-
onment, and more. However, as highlighted above, 
since proliferation usually occurs indirectly through 
a third party or country, it is relatively rare that the 
manufacturer of a sensitive item will supply it directly 
to a program of concern and, in so doing, breach ex-
port controls. An intermediary may, of course, breach 
such controls to send the goods on to the program 
of concern. Depending on the strength of the export 
controls in the country, this may or may not result in 
prosecution. To prevent proliferation business must 
therefore go beyond compliance, but businesses need 
help in understanding what this means in practice.

To this end, the purpose of the measures set forth 
in the box below is twofold. First, by conducting due 
diligence, screening inquiries for sensitive goods for 
abnormalities, and maintaining a systematic ap-
proach to export compliance, the risks that any one 
firm’s products can be diverted will be much reduced. 
Second, by publicly adopting such measures, it is 
hoped that other firms will be motivated to adopt sim-
ilar practices. Alpha has seen this work in practice. For 
example, Siemens in the United Kingdom, an Alpha 
Partner, has worked to educate not only its distribu-
tors but also its suppliers about the implementation 
of nonproliferation measures. It is notable that while 
Alpha’s core activities have related to manufactur-
ers and exporters, the guidelines are almost directly 
transferable to other sectors, including the insurance 
industry, shipping industry, and finance industry. 
Therefore, Alpha has launched initiatives intended to 
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